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Isolation/Separation

• Threat Model

– Insertion/Activation of hardware Trojan in trusted 
system designs

– Increasingly relevant with growing adoption rate 
of third-party IPs



Introduction
• Deception
• Separation
• Diversity
• Consistency
• Depth
• Discretion
• Collection 
• Correlation
• Awareness
• Response 



Isolation



Hardware Sandboxing

• Isolation, Integrity, Containment
– IP limited to specified interactions

• Enforces data accessibility and 
modification

– Potentially malicious interactions 
are contained

– Critical system resources are 
protected



Hardware Sandboxing
• Controller

– Routes connections between untrusted IP, the properties checker, virtual 
resources, and a host system

• Virtual Resources
– Prevents physical resource damage

• Status/Control Registers
– Accesses sandbox checker status and setting checker parameters

• Interfaces
– System-Sandbox, IP-Sandbox

• Checker
– Checks interactions against pre-determined specification



Hardware Sandboxing

• Feasibility 

– Verified with a UAV anti-jamming application

• Issues

– Sandbox controller must be customized to an IP

– No generalization 



Automating Hardware Sandboxes



IP Specification

• IP Interface Specification
– Interface Automata

– Expected behavioral specification

– Resource Requirements

• Extended Logic
– PSL SERE

• Explicit denial of interface behavior



IP Specification

IP Specification Extended Logic



IP Specification

• Formal Model Limitations
– Expresses only interface 

behaviors

– Cannot monitor signals that do 
not propagate beyond IP 
interface

• Ex. Internally triggered Trojan 
activating power draw circuit

Internal Trigger

Trojan

Internal Effect

IP



Model Optimization

• IA Operations

– Composition, Refinement

User
2 states, 2 
transitions

Message
7 states, 9 
transitions

User ⊗Message
7 states, 8 transitions



Sandbox Generation

• Final set of IP models -> Properties Checker

• Currently generating Xilinx Vivado IP

– Immediately available to integrate into design

• Adaptable output

– VHDL, SystemC



Evaluation
• Echo Server

– Uses infected hardware encryption 
core purposed for TLS/SSL

– Performs TLS upon new connection
– Encrypts the echo

• Client 
– Initiates TLS, sends/receives 

message



Evaluation

• Trojan Detection

– AES-T300 never propagates to the IP interface



Evaluation
• Resource Reduction

– Composing individual IP checkers to form global system 
checker

– Size of the sandboxes is less when utilizing composition
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Thank You.



Hardware Sandboxing

• Properties Checker

– Are the IP behaving as expected?

– IP specification with Interface Automata 
and PSL Sequential Extended Regular 
Expressions

– Set of property-defining automata are 
used to generate the sandbox checker



IA Composition



Design Flow



Evaluation

• Infected TLS/SSL Encryption Core

– Trojan classes account for 63% of Trust-Hub.org
RTL Trojans



Evaluation

• Trojan Detection

– AES-T300 never propagates to the IP interface


