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Modeling Attacks on PUF[1][2][3]

CRPs

3

PUF

Responses

Challenges Verifier

[1] C. Helfmeier, C. Boit, D. Nedospasov, and J.-P. Seifert, “Cloning physically unclonable functions,” in HOST, 2013, pp. 1–6.

[2] S. Wei, J. B. Wendt, A. Nahapetian, and M. Potkonjak, “Reverse engineering and prevention techniques for physical unclonable

functions using side channels,” in DAC,2014, pp. 1–6.

[3] U. Rhrmair, F. Sehnke, J. Slter, G. Dror, S. Devadas, and J. Schmidhuber, “Modeling attacks on physical unclonable functions,” in 

CCS, 2010, pp. 237–249.

Software Model



Modeling Attacks on PUF[1][2][3]
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Service Capacity DoS Attacks for PUF

PUF Many Challenges
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Data Falsifying DoS Attacks for PUF
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Existing Protection Schemes against Modeling Attacks

• Internal PUF improvements[4][5]

• Maximize randomness of PUF

• Minimize correlation between challenges and responses
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• External PUF protection[6][7][8]

• Obfuscate CRPs

• Employ security protocols
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Existing Protection Schemes against Modeling Attacks
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Hardware Isolation Primitive
(Secure Processor)
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PUFPUF

PUFSec: Hardware Isolation-based Secure 

Architecture Extension

Secure Monitor Normal Application

Shared Memory
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From Verifier
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to Verifier

Responses
Comm. Interface

 “Divide and conquer” security paradigm
 Extract security protection task from PUF design process

Low performance overhead and power consumptions
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PUFSec - Access Control

Secure Agent

PUF+PUFSec
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Secure World Normal World

PUFSec Implementation

Zynq Processing System (PS) Programmable Logic (PL)
AXI 
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Xilinx ZC702



Experimental Setup
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[4] G. E. Suh and S. Devadas, “Physical unclonable functions for device authentication and secret key generation,” in DAC, 2007, pp. 

9–14.
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Performance Overhead
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Power Experimental Setup
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• Use TI Fusion tools for PL and PS internal power measurement[9]

• Invoke PUF with 10 million CRPs to ensure measurement accuracy

[9] E. Srikanth, “Zynq-7000 AP SoC low power techniques part 2 - measuring ZC702 power using TI Fusion Power Designer,” Xilinx, 

2014.



Power Consumption
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Energy Consumption
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Security Analysis
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Security Evaluation 

- Service Capacity DoS Attacks
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Conclusion

• PUFSec: hardware isolation-based PUF protection 

mechanism

• Extracted security protection task from PUF design process

• Defended against modeling and DoS attacks

• Achieved low performance and power overhead

19


