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1.1 Low-Entropy Masking Scheme (LEMS)

1. Introduction
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Advantages of Masking

“Rotating Sboxes Masking (RSM)” 
is one kind of LEMS for AES; 
Bhasin generalized LESM on 
PRESENT with 1-bit entropy.
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1.2 Proposal

1. Introduction

Low-entropy 
RSM masking 

scheme
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Enhanced 
masking 
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Improvement

Why LED?
LED: newer than PRESENT and 
designed with a more compact 
structure.

CPA: Correlation Power Analysis
CCA: Correlation-enhanced Collision Analysis
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2.1 The LED Block Cipher

2. Background

 The encryption procedure：

 Addkey (state, k)and Step(state);



2.2 CPA、TVLA

2. Background

 CPA (Correlation Power Analysis)：

 Hamming weight model;

 Pearson Correlation Coefficient;



2.2 CPA、TVLA

2. Background

 TVLA (Test Vector Leakage 

Assessment)：

 Assess the potential SCAs;

 Two groups: 

Fixed vs Random (FVR);



2.3 RSM

2. Background

 RSM Countermeasures 

(M. Nassar, 2012)：

 Low cost and robust 
against first-order 
and zero-offset 
second-order DPA;

 Keep same level 
performances and 
complexity;

 Formula:

Masked-Subbytes:

Mask-Compensation: CSMj = (Mj)⊕ SR(MC(Mj)),  j ∈{0-15}

SB’j = SB(X’ ⊕ Mj) ⊕M(j+1) mod 16,  j ∈{0-15}
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3.1 Implementation of one-bit RSM for LED

3. Implementation and   
Evaluation of M-LED

 Implement modified Sboxes;

 Choose corresponding Sbox by random offset j;

 Masking the SR、MC and AK functions;



3.1 Implementation of one-bit RSM for LED

3. Implementation and   
Evaluation of M-LED



3.2 Experiment Platform

3. Implementation and   
Evaluation of M-LED

 Target Platform Notations: 

 SASEBO-W and SCA flow；



3.3 Evaluation against CPA

3. Implementation and   
Evaluation of M-LED

 Evaluation Results:

 LED and M-LED；

 For one nibble; LED
M-LED



 Correlation-enhanced Collision Analysis (CCA): 

 CCA Attack Procedure：
 Split power traces according to     ，get         ;

 Split power traces according to                                  , get         ;

 Calculate the correlation between above two measurements;
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3. Implementation and   
Evaluation of M-LED

3.4 Evaluation against CCA



3.5 Evaluation of M-LED against CCA

3. Implementation and   
Evaluation of M-LED

 Evaluation Results:

 Need up to 2.5*104 traces to reveal every nibble XOR,;
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4.1 Our Improvement: iM-LED

4. Improvement and 
Evaluation of iM-LED

 Boost the security with reasonable overheads:

 Randomize masks;

 Disrupt the SC order;



4.2 Evaluation of iM-LED

4. Improvement and 
Evaluation of iM-LED

 To evaluate the improved security:

 CPA: MTD(Min. traces to disclose part of key)=105; [previously 104]

 CCA: with 6*104 traces, unable to reveal the key; [previously 2.5*104 for all ]

 TVLA: The iM-LED(red curve) presents the least leakages.



4.3 Overhead comparison of various 
LED implementations

4. Improvement and 
Evaluation of iM-LED

 Contents:

 text: size of code segment which stores the instructions;

 data: size of initialized variables in RAM and FLASH;

 bss: the length of the bss section.
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5.1 Conclusion

5. Conclusion and   
Future Work

 Investigate LED against CPA and CCA;

Verify CCA on M-LED which applies LEMS (one-bit entropy RSM);

Make some Evaluation to M-LED, leading to iM-LED;

Evaluate the security of iM-LED with CPA、CCA and TVLA.



5.2 Future Work

5. Conclusion and   
Future Work

 Investigate other lightweight schemes on LED;

Verify lightweight-RSM on other lightweight  algorithms, 

e.g., PRESENT;

Make full comparisons among various lightweight schemes;
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