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DOST. Dynamically Obfuscated
Wrapper for Split Test Against
IC Piracy




Motivation 9

 Fabless Production Causes Trust Issues

Our Objective
e Overy aduction
--Prevents illegal copies from

being functional
e Relea ng Defective/Out-of-spec IC
--Prevents defective or out-of-spec

devices from being activated
e Clonp
--Prevents the design from being

reverse engineered

| [Wirebiters]



Motivation .

@ Major Solutions to Deal with Fab Attacks

e Split Manufacturing [10][11]

--Cost is high; BEOL Can be fully or partly Recovered
[12]
e Metering/Locking [13,14]
--IC needs to be unlocked before structural test

e Secure Split Test (SST) [7,9]

--IC needs to be unlocked before functional test
--The structural response is uniquely encrypted

A !z&« Address the Gap left for Defective

\** i /Out-of-spec ICs



The Basic Concepts 4

@Reduce the data volume of secure structural

test
Prevent DEFECTIVE IC
from being activated

@Allow IP owner to perform final activation
based on the functional test results

Prevent OUT-OF-SPEC IC
from being activated



Architecture 5
Dynamically Obfuscated Wrapper for Split Test (DOST)
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Structural Test with DOST &

Functional Output

e The 10 Wrapper is
uniquely locked by
Ki
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Structural Test with DOST 7

e The structural test
pattern/responses

- ! v , set are universally

_ ||i(',4HIII =) encrypted for all

) e il Ay  CUTS:

: I.l:i.:.j--““_-i-!l-ji o A unigue Keis
_‘:IIIIH.II:EIIIIIIT B supplied externally

Checker

Result Checker C to d eC ry pt E P.
R Convolutlonal

Functional Input

Fab Test Mode [] Scan_En

Temperory/Aged
Fingerprint Load From Flash Logging Sequence — Test Mode




Structural Test with DOST s

e The encrypted
response is
compacted into a
one-bit sequence.

)<=t
X

if'fi

= L= e The sequence is
uniquely encrypted

by NLFSR as
structural test
footprint.




Functional Test with DOST o
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Functional Output

Scan/Functional Output

e Another unigue Ke
for functional test is
applied to unlock the
functional 10.

e All functional tests
can be applied.



Functional Test with DOST 10

! ion Logic ' r"”' !
e
B Ol i

Functional Netlist

e Functional sensors’
sighatures can be

=l el scanned, uniquely
S D NLIESEY  encrypted by NLFSR
L B i as functional test
footprint.
Temperory/Aged | ] Structura Functional Test Footprint

Fingerprint oad From Flas ogging Seque: ¢  Test Mode

101100101110001110000110000110001...



Data Logging File 1

ECID+ ECID-2 ECIDn
AS-PUF Value: 101101..| |AS-PUF Value: 101011.. AS-PUF Value: 101001..
K_: 1001010... K,: 1011010... 100104
Kef: 0101110... Kef: 0111010...

FK,: 1101110... FK :0101110...
e

Result Checker Logglng

Result Checker Logging
iongl mmawm
Result Checker Logging Result Checker Logging

101010...

Result Checker Logging

Data Volume increase = 1~-2 Scan 10



lnactivation Decision 12

Aging sensitive PUF’s
sighature expires
after test time window.
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Aging Sensitive

Signature_Extraction_Enable

PUF Design 13

AS-PUF
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AS-PUF Results
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14

Delay degradations
of 100 samples, with
30% Vth,10% L, 10%
W, and 20% tox
variations, at 25°C,
32nm without
acceleration.

The test time window
distributes in the
range between
1329.3 to 2156.2

hours.



Data Logging File

ECID-

AS-PUF Value: 101101..

ECID:

15

AS-PUF Value: 101011..

ECIDn

Ko 1011010...

AS-PUF Valie: 101001..

K .:0111010...
ef

FK,:0101110...

Result Checker Logging

Result Cﬁeckeﬁogging

w L L -




IP Owner Activation 16

PUF signature Is
used to generate Ki.
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IP Owner Activation
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17

e The new Kils known
by the IP Owner.

e |IP owner assigns an
activation Ke for final
activation.



DOST Flow

IC Designer

Structural Pattern/
Response Obfuscation

Kes and Ker Generation

Foundry/Assembly

Discard

18

| Deliver PUF Value to IC Designer

Structural Test

Structural Test Passed

4" Unlock the Chip Temporarily

O

IC RTL Design Synthesize
v

DOST Insertion/ Check the ).

Timing Adjustment Correctness |~
* FunctionalTest/Speed Binning

ATPG KFe Generation
Layout Generation Functional Test Passed
Tapeout
.............. * Report Result Checker Logging
PUF Value Collection fRience o 1C Desinger

v

Delivery

v

Temporary Unlocking Expires
and IC LocksAgain

v

Unlock the Chip




Area and Power Overheads 19

Bl Area Overhead
Power Overhead

@100MHz/10MHz/64-bit/32nm
Average 1.381% and 1.278%
Area and Power Overheads
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Security Analy. @ Fab Attacks

20

Out-of-spec Engirfeering
ivering Chips
Defective
Chips
verbuilding
Chips with the
Same Mask Fab Attacks




Security Analy. @ Fab Attacks o1

1 Fab reuses the mask
to overbuild

Overbuilding 75"
Chips
Only contracted

number of FKe are
given

Overbuilding iIs
prevented



Security Analy. @ Fab Attacks -

Foundry may deliver
defective chips as fault-

free ones
Delivering 2
Defective
Chips A unique and encrypted
Scan Out I
S structural test logging
T From Functional sequence is included in
Path Delay
Checker the report data base
e volutional
} Compactor [ Activated when defect
free

o

Result Checker Structural
Logging Sequet. . — Test Mode



Security Analy. @ Fab Attacks 23

Out-of-spec devices can

Delivering = be labeled as in-spec ones
Out-of- 2
spec Chips
Scalog IP owner can verify the
From Functional Uniquely encrypted
Created functional data logging

sequence in the data base

FoER NLFSK ﬁvolutional
Compactor |
FKe will not be released to

Result Checker Structural (@) ut-of-s p eC d eVi ces
Logging Sequern. = — Test Mode

—>

=



Security Analy. @ Fab Reuv. Engr24

Untrusted foundry can bypass DOST and
extract the netlist in center



Security Analy. @ Fab Reuv. Engr25

Untrusted foundry can
bypass DOST and
extract the netlist in center

As the IO Wrapper is
configurable by the keys,
we randomly invert the
original netlist’s 10s

Move the obfuscation
Inverters into larger logic
depth

And even generating
i<t camouflaging inverters at
The OL is at logic depth i+1 other inputs and outputs




Even DOST is removed,
still

exists

The brute force attack
probability is 1/2™"



Security Analy. @ Fab Reuv. Engr27

@ SAT Analysis Difficulty for Obfuscation Identification

839917953.50

2.00E+08

/O #

Max SAT 2735
lteration #

The average iteration count by randomly selecting keys



Conclusion

28

@ Comparing with Existing Secure Scan Solutions

Extra RO-based PUF,

Both structural and functional tests

Fvtra PQA mndiila

are conducted with protection with
extra data volume equals to 1to 2

scan 10s.

LAINNLU U MIMUL D AL VT Lo |

tra FSM logic and PUF
(low-medium)

Extra reconfigurable-logic
barriers for 10s, lookup
table, and PUF (high)

ther structural or functi-
I tests is conducted with
tection. A Large volume
f authentication takes
place before all tests.

Neither structural or functi-

onal tests is conducted with

protection. A Large volume
of authentication takes
place before all tests.

No. Foundry can

No. Foundry can

Yes ‘produce ICs by claimingjoverproduce ICs by claiming
: : wer (than the original) lower (than the original)
yield. yield.
Yes No No
1 R e R R (W s 1 |
No No
Yes

attern/reennnse npnpmfinnl

reennn<e neneratinn far |

Data security against flushing,
resetting and FSR hash function

attacks.

3 Kes, result checker
logging sequence.

All test responses, test and
activation keys for each IC.







