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Motivation
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Military
Consumer applications
electronics
PCB security issues
I
I |
In-field Alternation Rev. Eng./ Recycling
Test/Debug Interface/ Recycling
Peripheral Exploitation
|Im===============-= = Cloning/Counterfeiting
i Re-routing internal paths |!
! I
I I
| Addfteplace comPONENS |1 wod-chip
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Real-life Examples

« Xbox 360 copyright bypass via mod-chip.

Run third-party
operating system
and run application
without purchasing

Hundreds of online vendors
Thousand of device sold

' AT&T
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Motivation — Cisco Router “Upgrade’’

“Attacker”: National Security Agency (NSA) employees

Target: Cisco servers, routers, and other network devices

Activity: install beacon firmware with a “load station”

Normal
shipment
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Tamper mesh from the IBM
4758 cryptoprocessor

switch

Limitations:

X Sensors can be removed.

X Should be handled carefully.

< Expensive for the system level.

Vibration Temperature
sensor sensor
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Current Solutions and Limitations

Circuit path resistance monitoring (S. Bhunia et al, 2016)

Requires high resolution analog-to-digital
converter (ADC) and constant current
source.

Not always applicable!
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Objective — Desired Properties

— RS IANEIESEUIY

» Applicable for most PCB designs
« Compatible with existing design/fabrication steps

L ow cost

« Minimal additional components
« Simple to implement / Low design effort

== Robusthess

« Difficult to deactivate
« Accurate in presence of environmental noise
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Framework Overview

MPA: Model-assisted PCB Attestation

Reference RO

—>o>>— ¢ Refer temperature by the RO frequency.
Detector » Collects the frequencies of the ROs.
(FPGA, - Compute the boundaries based on the model.
CPLD, etc.) .

Makes tampering decision.

g

Foctod] Covers the board-level critical paths.
Monitors the impedance changes.

Detection RO
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Model Enroliment

Why model enrollment?
 Both the detection and reference ROs are Reference RO

sensitive to temperature variations. o> >0—
Model expression: @
=G
fdet (fref) Detector
Frequency of each Frequency of each (FPGA,
detection RO reference RO CPLD, etc.)
Collect multiple (fget, frer) pairs and apply @
polynomial fitting.
G(x) = p3x’ + px® + p1x + po —oree-
Omax = Std(fdet) Detection RO
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In-field Detection

« Generate decision boundaries during the
testing mode.

Lower

boundary by, = G(fref ) — 3 X Omax

Upper
boundary %

G(fref ) + 3 X Omax

« Compare the detection RO frequency with
the boundaries.

faet € [bio) bup] » System safe!

faet & [bio) bup] » System tampered!
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Detector
(FPGA,

CPLD, etc.)

g

oot

Detection RO
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MPA Implementation

Design Modification Scenarios

JTAG in
ty HIGHZ mode

Testing mode

Chip 1 Chip 2
Embedded mode t1(fp t, ‘ %C) ‘

Critical connections
need to be protected

Original design ty

detector scenario . \ dq
Chip 1
E mode
Chip 2/detector ‘.]TAG
Disabled
Standalone mode t(p——-———-- \( t, Normal mode

detector scenario _ | d, dz_ . .
S mode Chip 1 Chip 2

detector

F ‘%mmﬁfﬁ;?ig .
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MPA Implementation: Detector Desiga

Inverter bank Controller

» Achieve reference and » Central controller and
detection ROs processor of the detector

» Configured by the » Configures the counter
controller and inverter bank

Permutation Network
* RO frequencies * Only in S-mode detector
measurements . Key controlled
» Controller defines time permutation
Instants « Tampering response
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To counter module
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From controller module

o omuxe
From dz /’,,,——' /,« Controller \\ ~--\\\\
(S mode) ¢ ¢ y y
» 2-t0-1
| n-to-1 . | D _____ D D 1-to-2 [ ],| 1-to-n 1
From 1 Mux 1 MUX DEMUX DEMUX

Controller w/ en Inverter chain

module

(E mode)

i The inverter bank
Detection RO path ———=-=======---- I N

Reference RO path

Research
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composes part of the RO

The inverter bank
composes the full RO
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Experimental Setup

« Detector implementation
« ARM Cortex-A9 + Artix-7 FPGA
 UART data transmission to PC
 FPGA utilization (0.016W)

Primitive type Count Percentage
Flip-Flops 363 1.03%
Look-up tables 757 4.30%
Carry logic 78 1.12%
Other 4 0.20%

« Test PCB consists of 8 ROs

* Probe specification
« Tektronix TDP1000
e < 1pF input capacitance

Research
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Results: Temperature Effect

e Measurement conditions: 25°C : 10°C : 95°C

« 1,000 detection RO frequencies are collected from:

« each temperature condition

e with and without tampering cases
1e7

. 1.64
Detection Wsured at 45°C. " ® Without tamperiig = ¥
Not tampered d as tampered 1631 + °
ERROR R L ] P L
5) TSN
=, 1.62 1 ‘:!'ll 4+
& ) o
Genuine RO enrolled at 25°C. 141 = _
\2\:@---‘.""“'W‘lﬂrtmnp'eﬂng" -
g N8 e | -
£ 1.601 .-
§ ”””” *
0 O)I”
Detection R@/\easured at 35°C. .-~ 1591 .8
Tampered det S not tampered e e e B 2 e o o
ERROR 25 35 45 55 65 75 85 95
F‘ Temperature (°C)
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 Enrollment conditions: 25°C, 65°C, and 95°C.
« Measuring target: reference and detection ROs.

 Model:
faet = G(fref) — —
« Detection boundaries:
bio = G(frer ) — 3 X Omax
bup = G(frer ) + 3 X Omax

e
i

[R—
(@)
(R

1.604{ < No tampering
e  Tampering

_ 1591 o Enrollment
« Evaluation: | sg ] —== Model
—— Boundaries &

Detection RO frequency (Hz)

TeSt fdet E [blo; bup] 1.57 T T T T T T T
1.770 1.775 1.780 1.785 1.790 1.795 1.800 1.805 1.810

Reference RO frequency (Hz) le8
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Results: Detection Performance
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Metric

TPR + TNR TPR: true positive rate
2 TNR: true negative rate

Success rate =

ROO RO1 RO2 NOX! RO4 RO5 ROG6 RO7
25°C 99.77% 100% 99.99%  100%  100% 99.99% 99.93% 99.99%
35°C 99.81% 100% 100% 100% 100%  100% 100% 100%
45°C 99.97% 99.99% 99.98% 99.99% 100%  100%  99.98% 99.99%
55°C 100% 100% 100% 100% 100%  100% 100% 100%
65°C 100% 100% 100% 100% 100%  100% 100% 100%
75°C 100% 100% 100% 100% 100%  100% 100% 100%
85°C 100% 100% 100% 100%  100% 99.99%  100% 100%
95°C 100% 100% 100% 100% 100%  100% 100% 100%
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Conclusion and Future work

Model-assisted PCB Attestation (MPA) Framework
* Plug-in-play style tamper detection
 Low FPGA utilization

« High detection accuracy (> 99.7%) across a large temperature
range

Future work
 Eliminate the multi-condition enrollment

* Investigate the feasibility of unique board ID generation from the
MPA framework

« Analyze the impact of board-level trace design on tamper
detection and unique ID generation

« Develop a run-time tamper detection approach
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MPA implementation: detector design
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Permutation

Embedded mode detector Standalone mode detector

Pad

.—l Permutation network
5]

Key

Controller
module

MU Controller

oo

Inverter bank module
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« Send the correct key to the
permutation network when

no tampering is detected. S-mode
detector
« Configure the invert bank
module and select RO.
« Configure the counter module
and collect the counts.
« Compute the RO frequency.
E-mode
detector

« Connect t, to the internal logic
If no tampering is detected.
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Permutation network
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| Counter

| module

_| Controller
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Results: Temperature Effect
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* Theoretically, high temperature slows down the transistor’'s
switching speed. Thus, the RO frequency should decrease.

« 1,000 detection RO frequencies are collected from
« Each temperature condition, without tampering

« Different length of detection ROs

- ] stages
51— 17 stages
g —— 27 stages
- ”» . . \‘3.,4- —— 37 stages
This “irregular” observation is > e——
possibly due to the impact which B 2] — 57 stages P
derives from the pad of the SoC port. 3,
O
&
0_
25 45 65 85
Temperature (°C)
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