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Modeling Attacks on PUFI2IE]
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Service Capacity DoS Attacks for PUF
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Data Falsifying DoS Attacks for PUF
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Existing Protection Schemes against Modeling Attacks

* Internal PUF improvements!4b
« Maximize randomness of PUF
* Minimize correlation between challenges and responses

XOR PUF [Suh et al. DAC’ 07]
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Existing Protection Schemes against Modeling Attacks

« External PUF protectionl®ll7li]
* Obfuscate CRPs
« Employ security protocols

Improved PUF
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PUFSec: Hardware Isolation-based Secure
Architecture Extension

v “Divide and conquer” security paradigm
v Extract security protection task from PUF design process
v Low performance overhead and power consumptions
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PUFSec - Access Control
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PUFSec Implementation
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Experimental Setup
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Performance Overhead
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Power Experimental Setup

« Use Tl Fusion tools for PL and PS internal power measurement®!
* Invoke PUF with 10 million CRPs to ensure measurement accuracy

[9] E. Srikanth, “Zyng-7000 AP SoC low power techniques part 2 - measuring ZC702 power using Tl Fusion Power Designer,” Xilinx,
2014.



Power Consumption
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Security Analysis

Protection _

Modelin
Approaches J Service Data
Capamty FaIS|fy|ng

Regular PUF /

XOR PUF Internal S NS NS
Controlled PUF External S NS NS
Lockdown PUF External S S NS
Regular PUF + Security S S S

PUFSec Extension

S — Secure; NS — Non-secure




Security Evaluation
- Service Capacity DoS Attacks
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Conclusion

- PUFSec: hardware isolation-based PUF protection
mechanism
- Extracted security protection task from PUF design process
- Defended against modeling and DoS attacks
- Achieved low performance and power overhead



